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COPYRIGHT 
 

Copyright 2004,2005,2006,2007,2008,2009 AutumnTECH, LLC 
 
All rights reserved. Printed in the U.S.A. 
 
This manual and any associated artwork, software and product designs are 
copyrighted with all rights reserved.  Under the copyright laws such materials 
may not be copied, in whole or part, without the prior written consent of 
AutumnTECH, LLC. Under the law, copying includes translation to another 
language or format. 
 
AutumnTECH, LLC 
Ph. 301-498-7654 Fx. 301-498-6543  
www.AutumnTECH.com 
Info@AutumnTECH.com 
 
Part Number 
 
For additional copies of this electronic manual, order AutumnTECH part number 
SFH/ManPDF.  E-mail your request to Sales@AutumnTECH.com 
 
Printed copies 
 
For printed copies of this manual, order part number SFH/ManDoc (P/N 9980-
0001) 
Mail request for printed copies to the address above.  Include a $15 shipping and 
handling fee payable to AutumnTECH, LLC 
 
GPL License Information 
 
AutumnTECH appliances are distributed with GPL licensed software. To request 
copies of the current GPL source code, send an e-mail request to 
Support@AutumnTECH.com 
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CONTENTS 
 

Welcome to the AutumnTECH anti-spam anti-virus appliance Userôs Reference 
Guide.  This guide is designed to be your single source for information about 
your anti-Spam and anti-virus fighting appliance.  It is intended to be viewed on-
line, using Adobe Acrobat Reader.  The information displayed has been 
deliberately designed to present the maximum information in the minimum space 
on your screen.  You can keep this document open while you perform any of the 
procedures described, and find useful information about the procedure youôre 
performing.   
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Disclaimer 
 
END-USER LICENSE AGREEMENT FOR AUTUMNTECH SOFTWARE 
 
IMPORTANT-READ CAREFULLY: This AUTUMNTECH End-User License Agreement ("EULA") is a legal agreement between you (either an 
individual or a single entity) and AUTUMNTECH LLC for the AUTUMNTECH software product identified above, which includes computer software and 
associated media and printed materials, and may include "online" or electronic documentation ("SOFTWARE PRODUCT" or "SOFTWARE"). By 
installing, copying, or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you do not agree to the terms 
of this EULA; promptly return the unused SOFTWARE PRODUCT to the place from which you obtained it for a full refund; or if you received the 
SOFTWARE PRODUCT as part of a subscription or other service from AUTUMNTECH, you may cancel the subscription and receive a pro rata 
portion of the subscription price. 
 
SOFTWARE PRODUCT LICENSE 
 
The SOFTWARE PRODUCT is protected by copyright laws and international copyright treaties, as well as other intellectual property laws and treaties. 
The SOFTWARE PRODUCT is licensed, not sold. 
 
1. GRANT OF LICENSE. This EULA grants you the following limited, non-exclusive rights: Software Product. You may install and use one running 
instance of the SOFTWARE PRODUCT on one computer. Each concurrent instance of SOFTWARE PRODUCT requires a separate license available 
for purchase at http://www.AutumnTECH.com. You may not copy the SOFTWARE PRODUCT. You may redistribute the SOFTWARE PRODUCT if 
you are an Authorized AutumnTECH Reseller and the reseller contract is valid and in full compliance at the time of the distribution. 
 
2. COPYRIGHT. All rights, title, and copyrights in and to the SOFTWARE PRODUCT (including, but not limited to, any images, photographs, 
animations, video, audio, music, text, and "applets" incorporated into the SOFTWARE PRODUCT) and any copies of the SOFTWARE PRODUCT are 
owned by AUTUMNTECH or its suppliers. The SOFTWARE PRODUCT is protected by copyright laws and international treaty provisions. Therefore, 
you must treat the SOFTWARE PRODUCT like any other copyrighted material, except that you may either (a) make one copy of the SOFTWARE 
PRODUCT solely for backup or archival purposes or (b) install the SOFTWARE PRODUCT on a single computer, provided you keep the original 
solely for backup or archival purposes. You may not copy the printed materials accompanying the SOFTWARE PRODUCT.  
 
3. PRERELEASE CODE. The SOFTWARE PRODUCT may contain PRERELEASE CODE that is not at the level of performance and compatibility of 
the final, generally available, product offering. These portions of the SOFTWARE PRODUCT may not operate correctly and may be substantially 
modified prior to first commercial shipment. AUTUMNTECH is not obligated to make this or any later version of the SOFTWARE PRODUCT 
commercially available. 
 
4. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.  
 
Limitations on Reverse-Engineering, Decompilation, and Disassembly. You may not reverse-engineer, decompile, or disassemble the SOFTWARE 
PRODUCT, except and only to the extent that such activity is expressly permitted by applicable law notwithstanding this limitation. 
 
Rental. You may not rent or lease the SOFTWARE PRODUCT.  
 
Software Transfer. You may not transfer any right under this EULA unless you are an Authorized AutumnTECH Reseller and the reseller contract is 
valid and in full compliance at the time of the transfer.  
 
Termination. Without prejudice to any other rights, AUTUMNTECH may terminate this EULA if you fail to comply with the terms and conditions of this 
EULA. In such event, you must destroy all copies of the SOFTWARE PRODUCT and all of its component parts.  
 
5. EXPORT RESTRICTIONS. You agree that neither you nor your customers intend to or will, directly or indirectly, export or transmit (a) the 
SOFTWARE PRODUCT or related documentation and technical data, or (b) your Application as described in Section 1 of this EULA (or any part 
thereof), or process, or service that is the direct product of the SOFTWARE PRODUCT to any country to which such export or transmission is 
restricted by any applicable U.S. regulation or statute, without the prior written consent, if required, of the Bureau of Export Administration of 
the U.S. Department of Commerce, or such other governmental entity as may have jurisdiction over such export or transmission.  
 
6. U.S. GOVERNMENT RESTRICTED RIGHTS. The SOFTWARE PRODUCT and documentation are provided with RESTRICTED RIGHTS. Use, 
duplication, or disclosure by the Government is subject to restrictions as set forth in subparagraph (c)(1)(ii)  of The Rights in Technical Data and 
Computer Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2)  of the Commercial Computer Software - Restricted Rights at 48 
CFR 52.227-19, as applicable. Manufacturer is AUTUMNTECHÊ LLC 
 
7. AUTUMNTECH appliances are distributed with GPL licensed software. To request copies of the current GPL source code, send a e-mail request to 
Support@AutumnTECH.com AUTUMNTECH makes no claim of ownership for included GPL licensed software which is excluded from copyright 
notices posted for SOFTWARE PRODUCT. You are free to distribute GPL licensed software in accordance with the licensing terms found at 
http://www.gnu.org/licenses/licenses.html  
 
MISCELLANEOUS 
 
This EULA is governed by the laws of the State of Maryland.  
 
Should you have any questions concerning this EULA, or if you desire to contact AUTUMNTECH for any reason?  Please contact the AUTUMNTECH 
subsidiary serving your country, or e-mail Support@AutumnTECH.com  
 
NO WARRANTIES. To the maximum extent permitted by applicable law, AUTUMNTECH expressly disclaims any warranty for the SOFTWARE 
PRODUCT. The SOFTWARE PRODUCT and any related documentation are provided "as is" without warranty of any kind, either express or implied, 
including, without limitation, the implied warranties of merchantability or fitness for a particular purpose. The entire risk arising out of use or 
performance of the SOFTWARE PRODUCT remains with you.  
 
LIMITATION OF LIABILITY. AUTUMNTECH's entire liability and your exclusive remedy under this EULA shall not exceed five dollars (US$5.00).  
 
NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maximum extent permitted by applicable law, in no event shall AUTUMNTECH or its 
suppliers be liable for any damages whatsoever (including, without limitation, damages for loss of business profit, business interruption, loss of 
business information, or any other pecuniary loss) arising out of the use of, or inability to use, this AUTUMNTECH product, even if AUTUMNTECH 
has been advised of the possibility of such damages. Because some states/jurisdictions do not allow the exclusion or limitation of liability for 
consequential or incidental damages, the above limitation may not apply to you. 
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Chapter 1: Introduction 

Welcome 

 
Thank you for choosing the AutumnTECH Spam Fighting Hardware (SFH) 
appliance.  This solution provides your network with a highly effective way to filter 
spam and stop most e-mail viruses while saving expensive bandwidth. How is 
this done? Inside this SFH appliance you have powerful applications specifically 
designed to perform these duties.  But what does all of this mean?  At the core of 
this SFH appliance is a UNIX-like operating system security-hardened by a team 
of Certified Information Systems Security Professionals (CISSP).   
 
Operating System  
When choosing a hardware appliance that performs activities such as spam 
fighting and e-mail virus blocking, one of the most important aspects to consider 
is the underlying operating system. AutumnTECH appliances run the OpenBSD 
UNIX-like operating system. OpenBSD is widely known for its unparalleled 
attention to security. In eights years, OpenBSD has only seen one remote 
security hole in the default install.  
 
E-Mail Server  
AutumnTECH integrates the open-source project Postfix into our appliances. 
Postfix is a fully scaleable and highly secure email system. We've included tools 
to block dangerous attachments at the MTA level, block e-mail sent from any 
number of block lists, absolutely deny any relay of e-mail other than to specified 
domains, and more.  
 
Spam Identification  
AutumnTECH integrates the open-source project Spamassassin(tm) into our 
appliances. Spamassassin is an extensible email filter which is used to identify 
spam. Using its rule base, it uses a wide range of advanced heuristic and 
statistical analysis tests on mail headers and body text to identify "spam", also 
known as unsolicited bulk email. The spam-identification tactics used include:  

 header analysis: spammers use a number of tricks to mask their 
identities, fool you into thinking they've sent a valid mail, or fool you into 
thinking you must have subscribed at some stage. Spamassassin tries to 
spot these.  

 text analysis: again, spam mails often have a characteristic style (to put it 
politely), and some characteristic disclaimers and CYA text. 
Spamassassin can spot these, too.  

 blacklists: Spamassassin supports many useful existing blacklists, such 
as mail-abuse.org, ordb.org, SURBL, and others.  
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 learning classifier: Spamassassin uses a Bayesian-like form of 
probability-analysis classification, so that a user can train it to recognize 
mails similar to a training set.  

In addition to Spamassassin, AutumnTECH integrates the open-source spam-
fighting project Greylisting. Greylisting is a new method of blocking significant 
amounts of spam at the mailserver level, but without resorting to heavyweight 
statistical analysis or other heuristical approaches. Consequently, 
implementations are fairly lightweight, and may even decrease network traffic 
and processor load on your mailserver. Greylisting relies on the fact that most 
spam sources do not behave in the same way as "normal" mail systems.  
 
Intrusion Detection 
The ability to identify and react to an network-based attack is key to the three 
security keys of protecting the confidentiality, integrity, and availability of your 
appliance. AutumnTECH appliances include Snort®, a powerful Intrusion 
Detection System that includes hundreds of predefined attack identity rules. 
Snort alerts to a running syslog server making identification easy and the ability 
to react almost immediate. AutumnTECH's Webtility includes a simple web-
based manager, including controls to enable, disable, add, and modify rules to 
suit your environment. 
 
Virus Blocker  
AutumnTECH integrates the open-source project ClamAV into our appliances. 
ClamAV detects over 100,000 viruses, worms, and Trojans. ClamAV supports 
archives and compressed files, detects Microsoft Office and MacOffice macro 
viruses, built-in support for RAR (2.0), Zip, Gzip, Bzip2 and others, built-in 
protection against archive bombs, and includes a database updater with support 
for digital signatures. AutumnTECH appliances perform daily updates to the local 
ClamAV antivirus database file. When a virus is detected, the message is 
dropped and an e-mail alert is sent to the original recipient.  
 
Dangerous E-mail Content and Attachments  
In addition to Antivirus blocking, AutumnTECH integrates the open-source project 
Anomy sanitizer (Anomy). Anomy disables potentially dangerous HTML code, 
such as JavaScript inside of e-mail, provides protection against email-based 
break-in attempts which exploit bugs in common email programs. In addition, 
Anomy has advanced file attachment "mangling" capabilities which can force a 
tiered approach to opening e-mail. 
 
Internet Content Proxy 
AutumnTECH appliances include Squid.  Squid is an Internet proxy service 
designed to prevent unauthorized access to Internet content and websites.  
Squid can help in the effort to prevent malicious content from entering your 
network through a web browser. 
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Webtility Management  
In order to simplify the management of the projects described above, 
AutumnTECH has built a simple, web-based application that we call "Webtility" 
Webtility allows you to control services, modify messaging handling rules, update 
spam thresholds, reboot the appliance, backup/restore/update and more. Access 
to Webtility is done through a standard web browser and is secured by a 
username and password.  
 
OPTIONAL SOFTWARE: To get the most out of your new SFH appliance, youôll 
need a SYSLOG Service running in your network.  In addition, a secure TFTP 
service and SSH client is a must have. 
 
Recommended: 
 

 Syslog Daemon: www.kiwisyslog.com 

 TFTP Server: www.solarwinds.net 

 Putty SSH Client (search the Internet) 
 

Whatôs in this guide? 

 

In this User Guide, youôll find all you need to setup, configure, and use your SFH 
appliance.   
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Chapter 2: Getting to Know your SFH Series 
Appliance 
 

The Back Panel 

 

Each SFH series appliance contains two network interfaces.  Each interface is 
rated for a 10/100/1000 Mbit Cat5 Ethernet network.  Pre-configured appliances 
are activated on LAN1 which is closest to the power supply. The appliances 
contain VGA and PS/2 keyboard/mouse connections.  These can be use to 
manage your appliance directly in addition to using the supplied DB-9 serial 
cable.         
 

The Front Panel 

 

The front panel display includes indicators for LED indicators for power on, 
network activity, and IDE HDD activity. 
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Chapter 3: Connecting the SFH Series Appliance 

Overview 

 

Connecting your SFH series appliance is simple and straightforward.  Your SFH 
series appliance is designed to interoperate in a Category 5 10/100/1000 Mbit 
Ethernet network.   
 

Connection Instructions 

 

Connect the Ethernet port closest to the power supply into your network.  Once 
started, use a workstation in the same network and send a ping request to the IP 
address of the connected port.  If your device wasnôt pre-configured at the 
factory, the default IP address assigned to the ports are: 192.168.200.254 
(closest to power supply), 192.168.100.1, (next over).  If your SFH appliance was 
pre-configured, you should have this information handy.   
 
Your appliance should be located in a controlled environment that includes 
adequate air conditioning and uninterrupted power supplies.  Do not stack 
appliances on top of one another.  Do not place appliances on top of any other 
powered source including switches, hubs, and routers.  These devices emit a 
substantial amount of heat and will cause performance issues.  Ideally your 
devices should operate in a controlled environment of 60 - 70 degrees 
Fahrenheit.  
 
Attach the included DB-9 serial console cable to the COM port on your SFH 
appliance.  Connect the other end to the workstation youôve installed the software 
provided on.  This will now be called the management workstation (MWKS).  
Open HyperTerminal on the MWKS and set the COM1 connection parameters to: 
 
Baud: 19200 
Data Bits: 8 
Parity: None 
Stop Bits: 1 
 
STOP: If youôre lost at this point, contact Support before continuing. 
 
Click ñConnectò 
 
Power on your SFH appliance.  If youôve connected everything correctly, boot up 
information should begin to display in the HyperTerminal window.  If the display 
fails to show startup information, stop and check all connections.  In addition, 
change COM ports youôve plugged into just in case youôve connected to the 
wrong one on a multiple COM port MWKS.   
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Allow the system to start observing the information being displayed.  This 
information is important to AutumnTECH support in any case of your system not 
starting correctly.  Once started, youôve be prompted for login information.  The 
default username and password for our appliances are: 
 
User  Password Level 
root  password Full Control 
spam  password Limited Control, can act as root using the ñsuò 
command 
admin  password Webtility Full Control 
 
NOTE: the admin account can not log in directly to the SFH console.  This 
account is used to login to the Web-based management ñWebtilityò (see Webtility 
chapter)  
 
Once you have physically connected your SFH appliance, perform the following 
steps inside of your network. 
 
Firewall 
Setup your corporate firewall to direct SMTP traffic to the SFH series appliance.  
Your firewall rules should allow inbound TCP traffic originating from any place to 
the public IP address assigned/translated destination port 25 (SMTP) of the SFH 
appliance.  
 
Outside DNS 
For brand new e-mail setups, youôll need to create DNS zone files and 
associated A and MX type records for your domain name.  If your domain name 
is hosted with a service provider, contact them for setup instructions.  If you host 
your own DNS for your domain name, update the DNS zone files.   
 
Inside DNS 
Your SFH appliance uses a split DNS method to route Internet inbound mail to 
your inside e-mail system.  The Internet recognizes the SFH appliance as the 
final destination to delivery e-mail to.  The SFH appliance recognizes your 
corporate inside mail system as the final destination for e-mail delivery.  This is 
accomplished by assigning different DNS server addresses (see Webtility 
chapter) to the SFH appliance for domain name resolution. Inside of your 
network, on your corporate DNS server used for inside name resolution, youôll 
need to create DNS zone files and associated A and MX type records for your 
domain name that resolve to your internal message system (see diagram).  NEW 
in version 1.1.4 Your SFH appliance can perform its own name resolution. See 
Webtility section Advanced > Update DNS entries used by the e-mail engine for 
setup instructions.     
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The Internet

Firewall
Network Address Translation

24.35.56.149(public) -> 192.168.1.100(private)

Port 25 (SMTP) Traffic is routed

to the SFH Appliance through the

firewall

SFH Appliance
Name: spamserver.abc.com

Filtering for domain name abc.com

IP: 192.168.1.100/24

DNS Server assigned to Mailer = 192.168.1.20

(see Webtility for setting up DNS servers)

Mail Server
IP 192.168.1.35

Corporate INSIDE

DNS Server
IP 192.168.1.20

Contains abc.com DNS zone file including

A record for abc.com = 192.168.1.35

MX record for abc.com priority 10

A record for spamserver.abc.com = 192.168.1.100

MX record priority 10 for spamserver.abc.com
Corporate OUTSIDE

DNS Server
Hosts DNS zone files

publicly accessible

for abc.com

DNS E-mail MX lookup

for abc.com returns

IP address 24.35.56.149

Lookup DNS

MX records for

abc.com

Lookup DNS

MX records

for inside mail server

that hosts abc.com

Deliver spam

filtered e-mail

Send E-mail

to MX record IP

for abc.com

Pass

e-mail traffic

 
 
 
Mail Server 
The mail server and the SFH appliance should both share the same DNS 
addresses. After youôve changed the ñspam/notspamò aliases (see Webtility 
chapter), create address book contacts that match the addresses you specified.  
These addresses should be placed in your corporate global address book with 
easy to remember aliases.  After created, e-mail not tagged as spam that is 
spam (false negative) is forwarded to the spam aliases/e-mail address.  E-mail 
tagged as spam that is not spam (false positive) is forwarded to the notspam 
aliases/e-mail address.  Users can create an e-mail, place a e-mail address in 
the subject line (no body required) and forward to whitelist (never tag as spam), 
blacklist (always tag as spam) and remove-whitelist (e-mail address goes back 
into the normal filtering queue) aliases/e-mail address. 
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Chapter 4: Using Webtility, the Web-based 
Administrator 
 

Webtility is a web-based tool that allows administrators the ability to configure the 
SFH appliance.  It is strongly recommended that you limit access to this 
application to trusted connections only. We discourage enabling access over any 
public network including the Internet. Enable strict access-rules in your firewall 
and provide the password for login to authorized personnel only.   
 
Webtility runs on the default https port and will answer on any active interface.  
To access, open your web browser and link to https://<sfh appliance name or IP 
address>.  Accept the prompt that the certificate is not trusted to continue.  You 
will be prompted for login credentials.  The default user name is admin.  The 
default password is password. To change this password, link to the General Tab 
> Update Passwords 
 
** IMPORTANT ** 
Webtility attempts to sanitize all text field content.  Simply put, as parameters are 
passed through the Webtility application invalid characters including control 
characters may be stripped out before theyôre applied. Please contact 
AutumnTECH support if you find an area that prevents authorized content from 
saving.      
 

 

The Home Tab 

 

The home tab includes a quick system output report which includes total e-mails 
processed, total messages sent to the Bayesian training e-mail aliases, the last 
virus caught by the appliance and more.  This report updates each time new 
activity occurs in your appliance and refreshes each time you visit the home link. 
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The General Tab 

The general tab includes links to tools that control the SFH appliances services, 
passwords, network settings, backups, and reboots.   
 

 
 

Date and Time Tool 

Use this tool to modify your SFH's current date and time settings.  In the textfield 
provided, type in the date and time in this format: YYYYMMDDHHMM.    
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E-mail Notifications  

In the textbox provided, enter one e-mail address per line.  Daily, weekly, and 
monthly system reports will be sent to these e-mail addresses. Default 
support@autumntech.com 
 

Network Settings Tool 

Use this tool to set the network information assigned to the SFH appliance.   
 
The hostname should be a simple name that identifies the server. The domain 
name should contain the fully qualified domain name of the primary e-mail 
domain this appliance will filter for.  Once specified, add the name and IP 
address to the DNS servers specified in the DNS fields.  You should add one A 
record and one MX record to the DNS zone file associated with the hostname 
specified.     
 
The interface fields vary in quantity depending on the number of interfaces your 
appliance has.  Pre-configured SFH appliances activate the interface closest to 
the power supply.  IP information should be entered in IPv4 format including the 
subnet mask.  
 
In the default route field, enter in the IP address of your networkôs Internet 
gateway. 
 
Enter in the IP address of the DNS server your appliance should use for name 
services.  On the DNS server specified, add an A record for the name of your 
SFH appliance in the zone associated with the hostname.  In addition, you 
should add an MX record that is associated with the A record.  Your internal 
messaging system should use the same DNS servers as specified here.  Without 
the DNS entries, the spam/notspam aliases training will not work.  Your mail 
system must know how to send e-mail to the SFH appliance.  This is 
accomplished in the DNS server and the associated domain host file. 
 
Use the network diagnostic tool for quick network ping or traceroute tests.  
 

System Startup Settings 

Use this area to set service action during reboots.  
 

SSH: This switch will enable/disable the SSH remote management service. 
Default Enabled 
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Mailer: This switch will enable/disable the SMTP mail service.  If this service is 
disabled, your SFH appliance will not answer e-mail requests. Default Enabled 
 
Greylisting and Greylisting Changes: This switch will enable/disable the 
greylisting service. Greylisting services temporary disable SMTP service 
requests for the time specified in the change field.  If enabled, new e-mail 
senders will not be able to send e-mail until the first change numeral has passed 
(default 5 minutes).  Greylisting forces sending e-mail systems to re-queue the 
first attempt to send e-mail.  E-mail systems that do not have queuing capability 
(most spammers) will not be able to send you e-mail.  The disadvantages to 
greylisting are the short delay in message delivery.  In addition, greylisting can 
have trouble with mailers who switch SMTP server addresses before the initial 
numeral has passed (default 5 minutes).  See the advanced section of this 
document for information on how to whitelist and blacklist ranges of addresses.  
If disabled, there will no delay to SMTP traffic. Default Disabled 
 
The Change field allows you to control the behavior of the Greylisting process.  
The first field is a numeral value in minutes.  All new mail will be delayed for this 
period of time and then allowed. Default 5 minutes.  The second field separated 
by a colon is a numeral value in hours.  This field specifies the amount of time in 
hours to remove the allowed request if the sending mail server fails to reattempt 
delivery. Default 4 hours.  The third field is a numeral value in hours.  This field 
specifies how long to allow a whitelisted request to remain whitelisted. Once this 
final time has expired, the sender will be placed back in the Greylisting queue. 
Default 864 or 36 days. 
 
The second change field is the IP address of the next mail server in line to pass 
the message unto.  The default 127.0.0.1 is the local applianceôs mailer and is 
typical in most environments. An example of when you would change this value 
is in situations where you wish to use the AutumnTECH appliance as a 
Greylisting-only server.  After Greylisting has been performed, the next mail 
server in line may be elsewhere in your network.  ** Note ** changing this value 
to something other than 127.0.0.1 disables the applianceôs virus and spam check 
to.  
 
If you disable greylisting, the change field is disabled too. 
 
The Antivirus Service: The switch will enable/disable to antivirus engine.  If 
disabled, e-mail will not be checked against a database of over 25,000 known 
viruses, exploits, phishing scams, and Trojan infections.  The antivirus databases 
of exploits are checked twice a day randomly and everyday at 8:00 AM. Your 
SFH appliance is updated automatically.  Default Enabled  
 
The Spam Service: This switch will enable/disable the spam service.  If you 
disable, e-mail sent will not be filtered for spam.  In addition, if a domain is set to 
filter (see advanced section of this manual, filtered domains), mail sent to these 
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domains will not be delivered.  If you disable the spam service, remove the 
domain from the filtered domain lists (see advanced section of this manual, 
filtered domains). Default Enabled 
 
Spam: Change maximum child processes setting:  Specify the number of spam 
processes to operate at any given time.  For high traffic mail systems, increment 
this value by 1 until the optimal number of messages are being processed at one 
time.  WARNING: Each child instance requires approximately 15MB of physical 
RAM.  For low RAM systems, the value should be 0.  Default 9 
 
HTTP: This switch will enable/disable the Webtility service.  If off, you must use a 
SSH session or console access via the serial interface to manage the SFH 
appliance.  For low-maintenance environments, leave this service on.  It is 
strongly recommended that you limit access to this application to trusted 
connections only. We discourage enabling access over any public network 
including the Internet. Enable strict access-rules in your firewall and provide the 
password for login to authorized personnel only. Default Enabled    
 
IMAP: This switch will enable/disable the IMAP services.  IMAP allows you to 
connect to the SFH appliance and itôs mailboxes via the IMAP protocol.  The 
Spam account on the SFH appliance can be accessed via an IMAP connection.  
Two folders can be subscribed to once connected; Spam and Ham.  Once 
subscribed, spam can be dragged into the Spam folder, notspam e-mail can be 
copied to the Ham folder.  If you use Outlook or other e-mail client that can 
support multiple e-mail boxes in one view, large quantities of e-mail can be 
dragged into these folders.  Since the spam/notspam aliases learning limits the 
size of training mail sent, this method for training the SFH Bayesian database is 
preferred.  Default Enabled  
  
POP3: This switch will enable/disable the POP3 services.  If you use the POP3-
autodownloader service (see advanced section of this manual) this service must 
be enabled.  Default Disabled 
 
DNS Server Service:  This switch will enable/disable the DNS Server services.  If 
you specify host DNS zone records (see Advanced: Update DNS entries used by 
the e-mail engine section of this manual) this service must be enabled.  Default 
Disabled 
 
NTP Service:  This switch will enable/disable the Network Time Protocol (NTP) 
services.  The NTP service keeps the clock in sync with servers specified in 
General > Date and Time Settings.   Default Enabled 
 
Squid Web-proxy Service: This switch will enable/disable the Squid web-content 
proxy service.  Default Disabled 
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Snort Intrusion Detection Service: This switch will enable/disable the Snort 
intrusion detection service. Default Disabled 
 

 

Update Passwords 

Use this section of the General tab to set passwords for account access into the 
system.  By default, two user accounts are defined on the system root and spam.  
Both accounts use a default password of password.  The Webtility access 
account is admin and the default password is password.  YOU MUST CHANGE 
THESE PASSWORDS BEFORE YOUR SFH APPLIANCE IS PUT ONLINE. 
 
For security purposes, the root and spam passwords can not be changed 
through the web interface.  To change, type in a new password (minimum 6 
characters) and click submit.  Open a SSH session or open the local console and 
login as root.  Cut-and paste the result shown in Webtility into the root prompt.  
Close the console or SSH session.  If you forget your root password, use the 
backup/recovery to recover a previous backup file. 
To change the Webtility admin password, type in a new alphanumeric password 
(minimum 6 characters) and click submit.  You will be prompted for the password 
you just specified to continue.  Use the htpasswd command in a SSH or console 
root session to reset a forgotten Webtility password. (htpasswd -b 
/usr/local/www/.htpasswd admin password to reset back to password)       
 

    

Logging Settings 

Use this section of the General tab to set the IP address of the Syslog server.  
Your SFH Appliance sends detailed reports about the system to the Syslog 
address.  Use the radio button option to enable system startup debugging 
information output to either the COM communication port or to the VGA (video) 
card.  Default COM PORT 
 

 

Backup and Recovery Tools  

Use this section of the General tab to backup and recover your SFH appliance.  
Yiou must have a running FTP or TFTP server running to utilize this tool.  Select 
whether youôre performing a backup or recovery action, specify the name of the 
backup file, and the IP address of the FTP or TFTP server. If FTP server is 
selected, provide the login username, password, and directory. These fields are 
required but not used when TFTP is selected.  Click submit and be patient, 
activity will take 5 ï 10 minutes to complete.  IMPORTANT: A recovery action will 
delete all current settings on your SFH appliance.  TFTP backup files should 
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have security controls enabled that prevent unauthorized access to the backup 
files themselves.  For security reasons, the SFH appliance will check and deny a 
recovery action if the backup file has been modified offline.       
 

 

Security Certificate Settings 

Use this section to set the SSL certificate parameters that secure and validate 
access to Webtility through a web browser.  Once set, allow trust from your web 
browser to Webtility by using the tools provided in your browser.  
 

Reboot or Halt System  

Use this area of the General tab to reboot your SFH appliance.  Select ñRebootò 
to restart the appliance, select ñHalt Systemò to power down the appliance. 
 

The Advanced Tab 

The advanced tab of Webtility provides the update capability required to 
effectively setup spam fighting in your SFH Appliance. 
 

Update Spam Flag and Tag Settings 

Use this area to set the behavior of the spam engine when spam is detected. 
 
Score: Specify a numeric value of the maximum threshold before the message is 
tagged as spam. The higher the threshold, more false-negatives are possible.  
The lower the threshold, more false-positives are possible. Default 6.0   
 
Change Subject of Message:  This setting will change the subject of suspected 
spam e-mail.  Set to no if you do not want the subject line changed.  Default Yes 
 
Text to prepend to subject: If change subject is yes, the message to show with 
the subject of the e-mail if the threshold has been reached.  Default ** 
SPAM:_HITS_**  The _HITS_ text is replaced with the actual spam score 
assigned to the message. 
 
Safely attach suspected spam in message?: If this option is set to Yes, if an 
incoming message is tagged as spam, instead of modifying the original message, 
the spam engine will create a new report message and attach the original 
message as a message/rfc822 
MIME part (ensuring the original message is completely preserved, not easily 
opened, and easier to recover). If this option is set to No, incoming spam is only 
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modified by adding some "X-Spam-" headers and no changes will be made to the 
body.  In addition, a header named X-Spam-Report will be added to spam. 
Default No    
 
Enable Bayesian (Bayes) learning system: Set to No if you prefer to use the 
default spam definition rules (see appendix for descriptions). The included Bayes 
engine works off of trained e-mail sent by your users.  These messages are 
submitted via the spam/notspam aliases or through an IMAP connection.  The 
Bayes engine will begin scoring Bayes probabilities once 200 spam and 200 ham 
(notspam) messages are learned.  A properly trained Bayes database is a very 
effective tool for eliminating false positive and false negative tagged e-mail. 
Default Yes 
 
Enable Bayes Auto-learning: Whether the spam engine should automatically feed 
high- 
scoring mails (or low-scoring mails, for non-spam) into its learning systems.  The 
only learning system supported currently is a naive-Bayesian-style classifier.  
 
Note that certain tests are ignored when determining whether a message should 
be trained upon: 
- auto-whitelist (AWL) 
- rules with tflags set to 'learn' (the Bayesian rules) 
- rules with tflags set to 'userconf' (user white/black-listing rules, etc) 
 
Also note that auto-training occurs using scores from either scoreset 0 or 1, 
depending on what scoreset is used during message check.  It is likely that the 
message check and auto-train scores will be different. Default Yes 
 
Minimum Bayesian Spammy Tokens: The minimum number of trained spam 
Bayesian message required to begin scoring. Default 200 
 
Minimum Bayesian Hammy Tokens: The minimum number of trained not spam 
Bayesian message required to begin scoring. Default 200 
 
Enable Razor2 checking: Vipul's Razor is a distributed, collaborative, spam 
detection and filtering network. Through user contribution, Razor establishes a 
distributed and constantly updating catalogue of spam in propagation that is 
consulted by email clients to filter out known spam. Detection is done with 
statistical and randomized signatures that efficiently spot mutating spam content. 
User input is validated through reputation assignments based on consensus on 
report and revoke assertions which in turn is used for computing confidence 
values associated with individual signatures.  See http://razor.sourceforge.net for 
additional details about Razor. Default: Yes 
 
Enable Pyzor checking: Pyzor is a collaborative, networked system to detect and 
block spam using identifying digests of messages. Default No 

http://pyzor.sourceforge.net/


   

- 21 - 

 
Enable DCC checking: The DCC or Distributed Checksum Clearinghouse is a 
system of servers collecting and counting checksums of millions of mail 
messages. Default Yes 
 
Enable Remote Blocklist checking: Remote Blocklist checking works by 
analysing message text and HTML for URLs, extracting the domain names from 
those, querying their NS records in DNS, resolving the hostnames used therein, 
and querying various DNS blocklists for those IP addresses. Default Yes 
 
Enable SpamCop checking: The SpamCop Blocking List (SCBL) lists IP 
addresses which have transmitted reported email to SpamCop users. SpamCop, 
service providers and individual users then use the SCBL to block and filter 
unwanted email. The SCBL is a fast and automatic list of sites sending reported 
mail, fueled by a number of sources, including automated reports and SpamCop 
user submissions. The SCBL is time-based, resulting in quick and automatic 
delisting of these sites when reports stop.  
See http://www.spamcop.net/bl.shtml for additional details about SpamCop. 
Default Yes 
 
Enable Fuzzy OCR image checking: Fuzzy OCR checks for specific keywords in 
gif/jpg/png attachments. Use the textarea provided to specify additional 
extraction keywords, one per line. Default Yes 
 
Enable WebRedirect checking: WebRedirect fetches web pages linked to in 
messages and provides their contents in a pseudo-header that can be used in 
custom header rules. Default Yes 
 
Enable Relay By Dialup checking: Relay By Dialup checks if a mail has been 
delivered directly from a dialup-IP. It simply uses the last trusted received-line for 
the IP and the DNS-Names and tries to find out if the IP-Number is somehow 
coded into the DNS. Default Yes 
 
Enable ClamAV check: ClamAV checks integrates the local anti-virus engine into 
the spam check process. Useful for backup purposes or if the anti-virus check is 
disabled. Default No 
 
NOTE: The more options you have enabled, the slower the processing time.  

We recommend the default settings for most environments. 
 
Ok locales: This option is used to specify which locales (country codes) are 
considered OK for incoming mail.  Mail using character sets used by languages 
in these countries will not be marked as possibly being spam in a foreign 
language. 
 

http://www.rhyolite.com/anti-spam/dcc
http://www.spamcop.net/bl.shtml
https://noname2.my.domain/advanced.cgi?fuseaction=ldafilter
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If you receive lots of spam in foreign languages, and never get any non-spam in 
these languages, this may help.  Note that all ISO-8859-* character sets, and 
Windows code page character sets, are always permitted by default. Set this to 
"all" to allow all character sets.  This is the default. 
 
The rules "CHARSET_FARAWAY", "CHARSET_FARAWAY_BODY", and 
"CHARSET_FARAWAY_HEADERS" are triggered based on how this is set. 
 
Examples: 
 
ok_locales all         (allow all locales) 
ok_locales en          (only allow English) 
ok_locales en ja zh    (allow English, Japanese, and Chinese) 
 
Note: if there are multiple ok_locales lines, only the 
last one is used. 
 
Select the locales to allow from the list below: 
 
en   - Western character sets in general 
ja   - Japanese character sets 
ko   - Korean character sets 
ru   - Cyrillic character sets 
th   - Thai character sets 
zh   - Chinese (both simplified and traditional) 
character sets 
 
(Credit: http://www.spamassassin.org) 
 
E-mail ñWhitelistedò Domains: Use this textarea to specify individual e-mail 
address or entire domain names to Whitelist (never spam).  Whitelist entries are 
not passed through the spam engine, thus always arriving unmodified. Add one 
e-mail address or domain per line in this textarea.  Entire domains and be 
specified using the * wildcard.  Example: *@anydomain.com 
 
E-mail ñBlacklistedò Domains: Use this textarea to specify individual e-mail 
address or entire domain names to Blacklist (always spam).  Add one e-mail 
address or domain per line in this textarea.  Entire domains and be specified 
using the * wildcard.  Example: *@anydomain.com 
 

View/Update System Added Greylisted Entries 

Use this tool to view the IP addresses that have been greylisted by the 
Greylisting engine. Use the checkboxes next to each IP address to select 
multiples or hit ñcheck all: onò to select all IP Addresses. Clicking ñunwhitelist 
checkedò will remove checked IP Addresses from the Greylisting database. 

mailto:*@anydomain.com
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Clicking ñadd checked to whitelistò add the selected IP addresses to the manual 
whitelisted database (see below). Clicking ñadd checked to blacklistò add the 
selected IP addresses to the manual blacklisted database (see below). NOTE: 
This tool has no impact on other Whitelist/blacklist entry areas of your appliance. 
The first 25 entries are shown first; use the drop-down menu to scroll to the next 
entries.  
 

 View/Update Manually Added Greylisted Entries 

This tool allows you to specify single and ranges of IP addresses to pass by the 
Greylisting engine (whitelist) or always pass to the Greylisting engine 
(blacklisting).  Blacklisted IP addresses are never allowed to send e-mail.  Use 
the drop-down menu box to choose which activity to perform on the provided IP 
address or hostname.  Ranges are defined in IPv4 format/Subnet mask bit.  For 
example, to Whitelist IP addresses in the 24.35.56.1-254 range, type in 
24.35.56.0/24.  If you choose the MX action option, your SFH appliance will 
attempt to lookup the associated MX DNS records for the domain.  If located, the 
queried IP address will be added to the selected MX action textbox automatically. 
To deleted addresses, check the box next to the IP address and click the 
ñdeleted checkedò button associated with the checked addresses. The first 12 
entries are shown first; use the drop-down menu to scroll to the next entries. 
 

 Update Spam Engine Settings 

Use this area to set spam engine settings and Bayesian learning e-mail aliases. 
 
NOTE: YOU SHOULD CHANGE THE DEFAULT ALIASES BEFORE YOUR SFH 
APPLIANCE IS PLACED ONLINE! 
 
Proper DNS zone entries must exist in the DNS server assigned to your 
messaging system in order for the e-mail client Bayesian training to function 
properly.  See the Connecting section of this manual (Chapter 3) for more details. 
 
Enable message debugging to syslog and hard drive? Generates debugging mail 
processing output to the local hard drive.  Use a local console or SSH session to 
view the log which writes to file /var/log/spamlog Use the Unix tail ïf command to 
watch the log in real time.  Example tail ïf /var/log/spamlog Default: Enabled    
 
Spam Alias: Type in an alphanumeric text to assign to the spam alias.  This 
address including the hostname is used to train the Bayesian spam database.  
Once defined, create an address contact in your messaging system or local 
address book.  The alias assigned to the address should be ñspamò.  If an e-mail 
message received by you is spam but was not tagged spam (false negative), 
forward the message to the spam account.  Default spamxxxx 
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NotSpam Alias: Type in an alphanumeric text to assign to the notspam alias.  
This address including the hostname is used to train the Bayesian notspam 
database.  Once defined, create an address contact in your messaging system or 
local address book.  The alias assigned to the address should be ñnotspamò.  If 
an e-mail message received by you is not spam but was tagged spam (false 
positive), forward the message to the notspam account.  Default notspamxxxx 
 
Whitelist Alias: Type in an alphanumeric text to assign to the Whitelist alias.  This 
address including the hostname will train the ñnever tag spam for this e-mail 
addressò database.  Once defined, create an address contact in your messaging 
system or local address book. The alias assigned to the address should be 
ñwhitelistò.    To train the Whitelist spam engine, create a new e-mail message 
addressed to Whitelist.  Type the e-mail address in the subject line of the 
message and submit.  No other subject information or body content should be 
included.  Default whitelistxxxx 
   
Blacklist Alias: Type in an alphanumeric text to assign to the Blacklist alias.  This 
address including the hostname will train the ñalways tag spam for this e-mail 
addressò database.  Once defined, create an address contact in your messaging 
system or local address book. The alias assigned to the address should be 
ñblacklistò.    To train the Blacklist spam engine, create a new e-mail message 
addressed to Blacklist.  Type the e-mail address in the subject line of the 
message and submit.  No other subject information or body content should be 
included.  Default blacklistxxxx 
 
Remove Whitelist Alias: Type in an alphanumeric text to assign to the Remove 
Whitelist alias.  This address including the hostname will remove a whitelisted e-
mail address from the Whitelist database.  Once defined, create an address 
contact in your messaging system or local address book. The alias assigned to 
the address should be ñremove-whitelistò.    To remove a whitelisted e-mail 
addres, create a new e-mail message addressed to remove-whitelist.  Type the 
e-mail address in the subject line of the message and submit.  No other subject 
information or body content should be included.  Default remove-whitelistxxxx 
 
NOTE: Filtering is effective for the last trained activity.  For example, if you 
submit to the whitelist alias, then to the blacklist alias, the blacklisted result takes 
precedence.  This is true for spam and notspam learning.  If you submit to 
notspam and then to spam, the spam activity will take precedence. 
 
Antivirus Fighting is currently: Use this setting to enable/disable real-time 
antivirus checking of incoming e-mail traffic. Default On 
 
Enable e-mail virus alerts: Use the setting to enable or disable e-mail virus alerts.  
If disabled, alerts will not be sent to the recipient or administrator if a virus is 
detected. Default Enabled 
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Alert user of virus infected e-mail? Use this setting to enable/disable alerts of 
detected virus infected e-mail to the original recipient of the message. Default 
Enabled 
 
 
Alert administrators of virus infected e-mail? Use this setting to enable e-mail 
virus alerts to the administrators listed in General > E-mail Notifications. Default 
Disabled  
 
Text to append to subject of detected virus alert: Default: ñALERT VIRUS 
DETECTED AND DELETEDò  
 
Spam fighting is currently: Use this setting to disable spam checking of e-mail.  
You can still train the Bayesian database if this setting is set to off.  Greylisting 
services are not affected by this setting.  Also see the Spam Service Startup 
setting in this manual. Default On 
 
Skip spam check on messages greater than this size: To limit the resources 
required to filter e-mail message headers and body content, you should set a 
reasonable limit on when to skip spam checking on e-mails with large 
attachments.  Default 256000 bytes 
 
Text to append to subject of skipped spam check messages: Recipients will see 
the text specified in this field on all messages that that were skipped due to their 
size. Default ñ{large message spam check skipped}ò 
 
Quarantine e-mail tagged as Spam?: Received e-mail that exceeds the set 
threshold above, will not be delivered to your mail system.  Instead e-mail will be 
copied to a Quarantined folder which is accessible by connecting to the 
appliances spam account mailbox. Using the IMAP e-mail protocol, establish a 
connection from your e-mail client to the spam account.  Perform an IMAP folder 
lookup and subscribe to the folder called ñQuarantineò.  Default Enabled 
 

 
 
 
Spam check timeout: Maximum timeout assigned in seconds to the spam engine 
which limits how long to wait until the message is passed to the mail delivery 
agent.  Default 60 seconds  
 
Enable Appliance Message Backup: Use this tool to enable or disable message 
backup on the appliance.  An enabled option will save copies of filtered 
messages on the appliance for recovery, troubleshooting, and availability 
purposes.  System or per-user quarantined messages are not saved in the 
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backup folder.  Only messages that are destined for final delivery outside of the 
appliance are saved.  Default: Enabled 
 
If Appliance Message Backup is enabled, backup this number of messages: This 
tool will set the number of backup messages to store on the appliance.  When 
exceeded, the oldest messages are removed first.  Default: 1500 
 
Acceptable sender e-mail address characters (?): The appliance can reject e-
mail sent with unacceptable characters in the senderôs e-mail address.  The 
default setting of [:print:] accepts e-mail that contains any printable character in 
the senderôs e-mail address.  Add acceptable characters by including a new 
statement enclosed in brackets and surrounded by equal signs.  For example, to 
also accept percentage symbol the rule would be [=%=].  
See http://www.openbsd.org/cgi-
bin/man.cgi?query=tr&apropos=0&sektion=0&manpath=OpenBSD+3.5&arch=i38
6&format=html for more details. 
 
Acceptable recipient e-mail address characters (?):The appliance can reject e-
mail sent with unacceptable characters in the recipients e-mail address.  The 
default setting of [:alnum:][:digit:][=.=][=_=][=@=][=-=] accepts e-mail that 
contains any alphanumeric, digit, . (dot), _ (underscore), @ (at symbol), - (dash) 
characters in the recipientôs e-mail address.  Add acceptable characters by 
including a new statement enclosed in brackets and surrounded by equal signs.  
For example, to also accept percentage symbol the rule would be [=%=].  
See http://www.openbsd.org/cgi-
bin/man.cgi?query=tr&apropos=0&sektion=0&manpath=OpenBSD+3.5&arch=i38
6&format=html for more details. 
  
Text to append to bottom of all incoming e-mails:  Text to append to the bottom 
of all incoming or outgoing e-mail messages.  An e-mail privacy and disclaimer 
notice are examples of appropriate messages in this textbox. Default:  
---------------------------------------------- 
Enterprise Anti-Spam Anti-Virus Solution by 
              www.AutumnTECH.com 
---------------------------------------------- 

Delete quarantined e-mail that is 
30

day(s) old  
submit

: Use this tool to cleanup 
quarantined e-mail.  E-mail older than the day specified will be deleted 
permanently. 

 
Helpful size conversion information for above byte calculations 

1,024 Byte = 1 Kilobyte (KB)  
1,024 Kilobyte (KB) = 1 Megabyte (MB) 
1,073,741,824 Bytes = 1 Gigabyte (GB)  
1 Gigabyte (GB) = 1,024 Megabyte (MB) 
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 Setup and Manage User Spam Quarantine 
Accounts 

Use this tool to manage individual user spam quarantine settings. Once enabled, 
spam exceeding the users defined score limit will be quarantined on this 
appliance. Users manage their quarantine mailbox through a web-page located 
at http://<appliance name>:8080. Ensure this name is added to your local DNS 
server zone file. User may also access this page using the appliance's IP 
address.  
 
IMPORTANT: Individual user quarantines checks only work when the user is 
addressed ALONE in the TO field of the message. Multiple addressed TO 
recipients skip individual user checks. These messages are processed through 
the global rules running on this appliance.  
 
IMAP services should be enabled to fully utilize this tool. 
  
Global settings: Per-user quarantine can be enabled or disabled globally by this 
switch. Changing the enabled settings requires that the appliance is rebooted. 
Default Off  
 
Mailbox Cleanup: This tool will delete all quarantined e-mail older than the 
number of days specified.  Default 30 
 
Mailbox Reminder: Every Saturday at 5:30 AM, the appliance will e-mail each 
quarantined account holder a reminder to log into and manage their quarantined 
account. Default:  
Subject: Stored quarantined e-mail notification 
Message: 
<user>, you currently have <number of messages> stored quarantined 
messages. Check your quarantined messages by logging into http://<ip 
address>/trapped or http://<hostname>/trapped Contact your Systems 
Administrator if you've lost or forgotten your access information. Have a nice day  
 
Customize the User Interface: Use this area to customize the userôs per-
quarantine screens. In the banner_logo textbox, click browse and select a local 
image file to replace the default banner.  The local image file should be named 
corpo_banner.jpg and be 509 x 83 in size.  The header and footer text areas 
allow you add custom information to the top an bottom of the user screens. 
 
Add a new trapped account: Use this tool to create trapped e-mail addresses, 
aliases, and enable access into the per-user quarantine website.   
 
It is recommended that login names contain only lowercase characters and 
digits. They may also contain uppercase characters. Login names may not be 
longer than 31 characters. 
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Primary E-mail Address to Trap: The primary e-mail address to trap. Also the e-
mail address used to send the weekly reminder to. 
 
Alias E-mail Addresses to Trap (sep with a ,): Secondary e-mail addresses to 
trap. Separate each address with a comma. There is a 1024 character limit for 
secondary addresses. 
   
Trapped Site Username: Username used to access the per-user quarantine 
website. 
  
Trapped Site Access Password: Password to access the per-user quarantine 
website. 
 
Default Trap Option: Quarantine or Do Not Quarantine. 
 
Default Bayesian Filler Option: This option allows you to copy the current 
Bayesian Database to the new per-user account.  You may also use the ñCopyò 
button located at the bottom of the settings page to copy at any time.   
 
Upload a group of new trapped accounts: This tool allows the administrator the 
ability to upload a group of trapped accounts, their usernames, passwords, 
primary e-mail address to trap, e-mail alias addresses, and the default trap option 
of quarantine or not quarantine. Upload file MUST be plain ASCII text, 
spreadsheet and other document formats are not supported. Format of file is as 
follows: 
 
primary e-mail address,alias_e-mail_address alias_e-
mail_address,username,password,q|nou 
 
Example format of upload file: 
 
hostmaster@eggmap.com,support@eggmap.com 
john@eggmap.com,hostmaster,hpass,q 
betty@nowhere.com,bsmith@nowhere.com,betty,bpassword,nou 
alley@baskinrobbin.com,,alleyb,apass,q 
 
Note: q = quarantine by default, nou = do not quarantine by default, this is an 
either or field. Separate alias e-mail addresses with a space. If the user does not 
have an e-mail alias, leave the field blank, however it MUST be included. 
 
Locate the file to upload using the browse button.  When create is clicked, the 
uploaded file will be parsed and displayed in a confirmation window.  If the format 
is displayed correctly, click the confirmation button to create the accounts.  If the 
format is not correct, use the included button to re-submit your file. 
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Trapped accounts: Table of activated trapped accounts.  Three links allow 
administration and review of each account.  Removing an account deletes all 
quarantined e-mail and user settings. 
 
Review Link: This link leads to the administratorôs version of the userôs per-
quarantine website. Administrators have the same control and can perform any 
of the same activities as the user.  The review area allows the administrator or 
user the ability to train the spam/notspam system-wide Bayesian database, add 
senders to userôs allowed and blacklisted lists, delete messages and the ability to 
release messages.  In addition, each message row contains a read button which 
shows the message and its associated advanced headers in safe, plain text 
format.  The latest 25 messages are shown first, use the drop-down page menu 
to select the next 25 messages.   
 
Settings Link: Administrator and User quarantine settings are the same options 
provided at Webtility > Advanced > Update spam flag and tag settings.  Refer to 
this section for descriptions of each of the options shown. 
 
Remove Link: Removes the trapped account, all settings and quarantined 
messages immediately.  
 

COOL FEATURE: You can attach the userôs quarantine 
account using the IMAP protocol.  This will allow the 
mailbox owner the ability to see, within their e-mail 
client, their current quarantine.  In addition, users may 
drag and drop into the spam and NotSpam folders for 
quick Bayesian learning.   
 

 

 

 

 Update Thresholds for Spam Rules 

Use this tool to modify the default spam processing rules, descriptions, and 
scores.  Modifications to the spam rules are save to one central location, local.cf.  
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Refer to the instructions provided at the top of each file for detailed descriptions 
of the file and its content. 
 

 

System Message Storage Folders 

 

Backup | Virus | Quarantine | Pending Spam Training | Pending Ham Training 
 
The Backup folder stores backup copies of delivered messages for recovery, 
troubleshooting, and availability purposes.  Disable backup of messages and set 
backup maximum threshold in the Update Spam Engine Settings area.   
 
If the switch to quarantine spam detected on the appliance is enabled (see 
Update Spam Engine Settings), these messages will be saved in the Quarantine 
folder for review.   
 
The Virus folder contains a quarantine of viruses detected and deleted from 
messages.  The read button next to each message opens an actual copy of the 
virus.  CAUTION: The appliance alters messages in the preview pane in an 
attempt to break the actual virus quarantined on the appliance.  Use caution 
when previewing messages.   
 
Spam and Not Spam (Ham) Messages copied via an IMAP connection to the 
applianceôs SPAM account are saved in the Pending folders.  These messages 
are submitted in batch form to the systemôs Bayesian training engine twice a day.  
Actions performed in any of these folders are saved appliance-wide.  For a 
detailed description of the options available in the manager window, see per-user 
quarantine above. 
 
Each of the backup folders has the ability to forward, delete, release, and train 
messages.   
 

Spam Engine Status and Tests 

This tool will report the number of messages learned by the Bayesian engine. 
The Bayesian scoring method is the preferred and most accurate method in the 
AutumnTECH appliance. The Bayesian engine requires 200 ñspamò and 200 
ñnotspamò learned messages before it will begin scoring messages as they arrive 
to the appliance.  See Update Spam Flag and Tag Settings to modify. Review the 
previous spam engine setup documentation for creating the necessary e-mail 
aliases used for training the Bayesian engine. Bulk learning can be performed by 
connecting to the appliance using the IMAP protocol and the applianceôs spam 
user account.   
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In addition, an upload tool is provided so that you can run a spam check on any 
ASCII text document.    
 

 

Update E-mail Engine Settings 

Use this tool to manage and control the flow of e-mail into your business.  
Properly configured e-mail settings are essential to proper delivery of e-mail. 
 

Delay the inflow of smtp traffic by: Time to pause before accepting a new 
message, when the message arrival rate exceeds the message delivery rate. 
This feature is turned off by default. With the default 1 SMTP server process limit, 
a setting of 1 limits the mail inflow to 1 message per second above the number of 
messages delivered per second.  Valid delays are 0..10. 
 
Concurrent Mailer process allowed at one time: The default maximal number of 
mailer child processes that provide a given service. Default 10 
 
Concurrent SMTP processes allowed at one time: The maximal number of 
parallel deliveries to the same destination via the smtp message delivery 
transport. This limit is enforced by the queue manager. Default 10 
 
Maximum message size limit: Specify the maximum message size in bytes 
including message header allowed to pass through the e-mail engine. Default: 
10240000 bytes (10MB) 
 
The amount of time a message wonôt be looked at after a delivery failure: The 
maximal time between attempts to deliver a deferred message in seconds. 
Default 600 seconds. 
 
How long a message stays in the queue before it is sent back as undeliverable: 
Specify 0 for mail that should be returned immediately after the first unsuccessful 
delivery attempt: The maximal time a message is queued before it is sent back 
as undeliverable in hours. Default 24 hours  
 
The minimal amount of time a message won't be looked at, and the minimal 
amount of time to stay away from a "dead" destination: The minimal time 
between attempts to deliver a deferred message in seconds. This parameter also 
limits the time an unreachable destination is kept in the short-term, in-memory, 
destination status cache. Default 90 seconds 
 
How often the queue manager scans the queue for deferred mail (1 second is the 
minimum): The time between deferred queue scans by the queue manager in 
seconds.  Default 60 seconds 
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Optional list of fallback relay hosts for SMTP destinations that can't be found or 
that are unreachable: By default, mail is returned to the sender when a 
destination is not found, and delivery is deferred if a destination is unreachable. 
The fallback relays must be SMTP destinations. Specify a domain, host, 
host:port, [host]:port, [address] or [address]:port; the form [host] turns off MX 
lookups. If you specify multiple SMTP destinations, the mailer will try them in the 
specified order. Default Empty 
 
Maximum number of addressed recipients: The number of recipients to accept 
per message. Default 1000 
 
SMTP Banner: Text in this text field is displayed to sending mail systems.  
Default $myhostname ESMTP Messaging Security Appliance v (version) 
 
Reject Dangerous E-mail Attachments: Setting to Enabled will block e-mail with 
specific file extensions attached to them.  No report is sent to the recipient that 
the e-mail was blocked.  The sender will receive a non-delivery report stating 
there was an extension error.  Click the hyperlink View Attachment List to specify 
file extensions to block.  A default list has been included for your use.  Add one 
extension per line.  Do not add empty lines in the textbox. Default Enabled 
 
Reject mail sent from invalid hostnames?: Reject the request when the HELO or 
EHLO hostname syntax is invalid. A response code of 501 will be displayed to 
the sender. Default Disabled 
  
Reject mail sent from non fully qualified hostnames?: Reject the request when 
the HELO or EHLO hostname is not in fully-qualified domain form, as required by 
the RFC.  A response code of 504 will be displayed to the sender.  Default 
Disabled 
Reject mail sent from non fully qualified senders?: Reject the request when the 
MAIL FROM address is not in fully-qualified domain form, as required by the 
RFC. A response code of 504 will be displayed to the sender.  Default Disabled 
 
Reject mail sent to non fully qualified recipients?: Reject the request when the 
RCPT TO address is not in fully-qualified domain form, as required by the RFC. 
A response code of 504 will be displayed to the sender.  Default Disabled 
 
Reject mail sent from unknown sender domains?: Reject the request when the 
MAIL FROM address has no DNS A or MX record and Postfix is not final 
destination for the sender address.  A response code of 450 will be displayed to 
the sender.  Default Disabled 
 
Reject mail sent to unknown recipient domains?: Reject the request when the 
RCPT TO address has no DNS A or MX record and Postfix is not final 
destination for the recipient address.  A response code of 450 will be displayed to 
the sender.  Default No 
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Permit relay mail out from my local area network?: Allow e-mail originating from 
the networks you defined in the General > Network Settings tool to relay out of 
the SFH Appliance.  Default Disabled 
 
Permitted these my local area relay network subnets (in CIDR format, sep. 
w/space): List of nodes or networks inside the local area network allowed to relay 
mail out of the appliance. Default 127.0.0.0/8 192.168.200.0/24 
 
Prevent unauthorized relay to unknown domains?: Reject the senderôs e-mail 
request unless the following is true:  the resolved RCPT TO address matches the 
allowed to relay (see Advanced > Update the E-mail Relay List) list and contains 
no sender-specified routing (user@elsewhere@domain). A response code of 554 
will be displayed to the senders attempting to relay elsewhere.  Default Enabled 
(can not be changed) 
 
You can reject senders who have been reported to the following block lists.  By 
setting the reject client option to Enabled, the SFH appliance will lookup the 
IP/hostname of the sender in the enabled list provider, if found, the mail will be 
rejected with an error report displayed to the sender.  The recipient of a blocked 
sender is not notified of this activity. 
 
Reject sender if they exist in the list.dsbl.org RBL lookup list?: Reject the request 
when the reversed client network address is listed. A response code of 554 will 
be displayed to the sender.  Default Enabled 
 
Reject sender if they exist in the sbl.spamhaus.org RBL lookup list?: Reject the 
request when the reversed client network address is listed. A response code of 
554 will be displayed to the sender.  Default Enabled 
 
Reject sender if they exist in the dnsbl.us.sorbs.net RBL lookup list?: Reject the 
request when the reversed client network address is listed. A response code of 
554 will be displayed to the sender.  Default Enabled 
 
Pass all e-mail through the Postgrey service before delivery?: Default Enabled 
  
BCC All Mail to E-mail Address: Allows Administrators to blind copy all incoming 
e-mail to this address. To avoid loop back submissions, e-mail generated by the 
appliance is not BCCôd.  Default: Empty 
 
Debug Domains/IP Address (sep. w/space): Use this field to provide domain or 
IP information for debugging.  Verbose output is set to the Syslog logging server.  
Default: Empty 
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Final Destination and Delivery E-mail Server 
Settings 

 

Split Horizon DNS Server IP Addresses: The mailer can use different DNS server 
addresses than the core DNS servers assigned to the SFH appliance (see 
networking setup section of this manual).  This is useful when the SFH Appliance 
is configured to answer public DNS requests for the domain name and then 
make a separate DNS request to a different set of DNS servers for final domain 
delivery information.  In addition, if your appliance directs e-mail traffic to systems 
other than your mail server plus creating DNS records on your internal DNS 
servers creates naming conflicts, use the next tool to isolate the request to the 
local appliance only. 
 
Local DNS Server Forwarding Information: Make sure "DNS Server Service" is 
on in system startup (see General section of this manual). Creating forwarding 
information eliminates the need for internal DNS zone file creation required when 
using the split DNS method described above. Once you've created the following 
zone records, change the above IP addresses to either 127.0.0.1 or to the local 
IP address assigned to this appliance.  Complete the Domain name field, primary 
mail server name and IP address and a secondary mail server name and IP 
address if available.  
 
Current forwarding domain records: Allows you to edit and delete zone files that 
have been created on your appliance. 
 

 Update the E-mail Engine's Relay Lists 

Use these entry forms to specify the domains that your SFH appliance will relay mail for. 

In addition, add the domains to filter through the spam engine before forwarding to your 

messaging system. Typically each of these entry forms contain the same domain 

information.  In the filtered before delivery form, the FQDN assigned to this appliance 

must be included. Without this information, the "Spam" and "NotSpam" aliases will not 

work.  If you prefer not to filter spam for a specific domain, omit the domain from the 

lower textbox.  Domains should be added one per line.  A filtered domain should be 

specified in domain name format.  If your SFH appliance is being used to relay mail out 

as well as in, use the third textbox to specify the domains to filter for spam and e-mail 

viruses.  

 

Enable/Update the Acceptable E-mail Address 
Lists: 



   

- 35 - 

Use this tool to specify a list of e-mail addresses this appliance will accept and 
attempt to deliver to. You must first enable this tool, once enabled, specify e-mail 
addresses one per line in the following format: name@domainname  

This tool is helpful for limiting the amount of message delivery failures caused by 
"dictionary" attacks on your domain name. Once enabled, ONLY e-mail 
addressed to this appliance directly (name@thisappliancehostname) and this list 
will be accepted for filtering and delivery. Senders attempting to send e-mail to 
an address not listed will receive a 550 error and non-delivery report. Default 
Disabled 

 

Update the Rejected E-mail Address Lists 

Use this tool to reject e-mail sent to recipients inside of your network or from 
specific senders.  To deny an entire domain, enter the domain name, one per 
line.  To reject a specific e-mail address, enter the complete address, one per 
line. Note: When denying a domain name, provide the specific name and sub-
name to reject. An entry of autumntech.com will reject e-mail sent to 
autumntech.com as well as rejecting e-mail sent to corporate.autumntech.com. 
 

 

 View/Flush the E-mail Queue 

Use this tool to view e-mail currently queued by the SFH appliance.  You can 
quickly preview queued e-mail and check multiple messages to either retry or 
delete.  Use the drop-down select box to scroll between queued pages. Use the 
search box to quickly locate specific queued messages. 
 

 

 View / Update Canonical Address Mappings 

Use this tool to redirect e-mail and/or to masquerade the sender e-mail address 
before final delivery.  

In the following textarea, specify e-mail addresses or entire domains to capture 
and alter with a new sender e-mail address. Entries should be separated by a 
single space, one per line.  

Examples:  

@mydomain.com help@mydomain.com  
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(from anyone @ mydomain.com change sender before delivery to 
help@mydomain.com)  

support@mydomain.com tech@mydomain.com  
(from support@mydomain.com change sender before delivery to 
tech@mydomain.com)  

NOTE: complete e-mail address mappings have the highest precedence  

 
In the next textarea, specify recipient e-mail addresses or domains that should 
be redirected to a specific e-mail address. Entries should be separated by a 
single space, one per line.  

Examples:  

@companya.com @companyb.com  
(to anyone @companya.com, change recipient domain before delivery to 
@companyb.com)  

jsmith@companya.com pattys@companyb.com  
(to jsmith@companya.com, change recipient before delivery to 
pattys@companyb.com)  

NOTE: complete e-mail address mappings have the highest precedence  

 

View / Update Generic Address Mappings 

Address mapping tool that applies to the sender portion of outbound messages. 
Specify mapping in this format: sender@domain sender@domain2, one per line.  

Examples:  

@mydomain.com help@mydomain.com  
(from anyone @ mydomain.com alter sender's address for final delivery to 
help@mydomain.com)  

support@mydomain.com tech@mydomain.com  
(from support@mydomain.com alter sender's address for final delivery to 
tech@mydomain.com)  

NOTE: complete e-mail address mappings have the highest precedence  
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 Update Antivirus Definitions Database 

Use this tool to update the antivirus database immediately.   
  

 

 Update LDAP Search Before Delivery Settings 

Use this tool to authenticate sender and recipients before mail delivery. 
Authentication is validated by making a LDAP query call into an active and 
compliant directory. The LDAP authentication query includes FROM, TO, and CC 
e-mail addresses. BCC recipients CAN NOT be used for authentication. If any of 
the submitted addresses match a corresponding object in the directory, mail is 
allowed to pass to the next processing rule. If no match can be made, the "failed" 
option switch is activated. 
  
The advantages of this tool included reduced failure reports generated by your 
mail delivery system and faster mail handling and processing. In addition, 
enabling this tool allows Administrators greater control over handling "spoofed" e-
mail addresses and their delivery. Results from the lookup can be reviewed in the 
e-mail message header. Look for the value associated with the message header: 
"AutumnTECH-LdapAuth-Result"  
Default: No 
 
Complete all form fields providing the appropriate information to your LDAP-
compliant directory server. Use the test button to sample the settings before 
saving them.  
 

 Update Sender Policy Framework Controls 

Use this tool to enable Sender Policy Framework (SPF) controls. SPF fights 
email address forgery and makes it easier to identify spams, worms, and viruses. 
Domain owners identify sending mail servers in DNS. SMTP receivers verify the 
envelope sender address against this information, and can distinguish legitimate 
mail from spam before any message data is transmitted.  
 
SPF is in early-adoption right now which means enabling can cause failed e-mail 
from legimate e-mail senders. If enabled, we recommend allowing both pass and 
failed lookups. Results from the lookup can be reviewed in the e-mail message 
header. Look for the value associated with the message header: "AutumnTECH-
SPFLookup-Result" Default: Off / Allow 
 

 

https://build.autumntech.com/advanced.cgi?fuseaction=antivirus
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 Update POP3 Auto-Downloader Engine 
Settings 

Use only if your e-mail is hosted with an outside service provider. Configuring the 
pop3 auto-downloader is not necessary if you host your own e-mail services.  
Use this utility to specify user's POP3 e-mail download information. Once 
configured, the SFH appliance will become the new POP3 server for your internal 
mail services. Update e-mail clients POP3 server address with the hostname 
assigned to your SFH Appliance.  
 
Enabled?: Switch to turn this service on or off. Default Off 
 
Check for messages every: Specify in minutes how often the POP3 auto-
downloader should check ISP entries for new mail.  Default 5 minutes 
 
Verbose log output?: Show status messages in the local SFH log files. Default 
Yes 
Delete messages from server after retrieval?: Delete e-mail messages from the 
ISP server after retrieval to the SFH appliance. Default Yes 
 
Maximum message size to retrieve: Messages that exceed this limitation will not 
be downloaded.  Default 10048576 bytes (see above for size conversion tool) 
 
Maximum number of messages to retrieve per session: Do not retrieve more than 
this settings number of e-mail in a five minute period.  Default 100 
 
Retrieve messages setting: Select whether to retrieve all messages, or only 
messages which have previously not been seen by the POP3-autodownloader. 
Default New 
 
Perform manual POP3 download: Useful when populating mailboxes for the first 
time. The global setting "Enabled?" should be set to no before submitting a 
manual download request. 
 
ISP's POP3 Server Address: POP3 server hostname 
 
ISP's POP3 Server Port (typically 110): POP3 server TCP port number 
 
Full Name: Full Name of the POP3 user account 
 
ISP Username: The username assigned to the ISP account. Can be in the form 
of user@domain or user\domain. 
 
ISP Password: The password assigned to the ISP account. Not echoed back in 
clear text. 
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Local Username: The username assigned for this new local SFH user account.  
No spaces or non alphanumeric characters.  
 
Local Password: The password assigned for this new local SFH user account. 
Not echoed back in clear text. 
 
Current POP3 users/subscribers: A list of current POP3 auto-downloader 
accounts is displayed here.  To delete a user and their SFH hosted POP3 
mailbox, click the delete link next to the name.  A confirmation box will be 
displayed before any additional activity is performed.  
 

Update Firewall Configuration and Ruleset 

Use this tool to define the networks allowed to access the displayed protocols. 
Networks are defined in CIDR format and are separated by a blank space.  A 
value of 0/0 allows all networks from anywhere access to the corresponding 
protocol.  Click the show buttons to display current states and entries that are 
active in the appliance. 
 

Update Squid Web-Proxy Screening Settings 

Use this tool to setup the Squid web-proxy service.  Squid prevents unauthorized 
access to Internet websites and content unless otherwise enabled by the 
administrator. 
 
Update Allowed and Denied Websites and Search Content: 
Click this link to display the allowed and denied textareas.  These textareas 
should include website information and or individual content to allow or block. 
 
Update Content on User Error Screens: 
Use this tool to update the error screens reported back to the user when an 
unauthorized action is attempted. 
 
Show the last entries in the access log: 
Click the show button after entering the amount of line entries to retrieve to 
display that last Internet content access information.  
 
Show the last entries in the cache log: 
Click the show button after entering the amount of line entries to retrieve to 
display that last reported information from the main Squid cache engine. 
  
Show the last entries in the store log: 
Click the show button after entering the amount of line entries to retrieve to 
display that last reported information from the Squid store logs. Unique request 
identifiers and request verbs are typical in the store log. 
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Show the largest objects cached: 
Click the show button after entering the amount of line entries to retrieve to 
display the largest cached objects in the store. 
  
Restart squid with an entirely cleaned cache: 
Click the clear button to clean out the Squid cache information. This tool will also 
restart the Squid service. After clearing, click the ñShow the last entries in the 
cache logò to review any errors. 
 
Proxy Listening Port: 
Establish the TCP listening port for the proxy service. Default 3128 
 
Safe SSL Ports (sep w/space): 
Enter TCP port numbers separated by spaces that allowed to utilize SSL 
services operating across the Internet. Default 443 593 
   
 
Safe Ports (sep w/space): 
Enter TCP port numbers separated by spaces that are allowed to pass through 
the proxy-service and out to the Internet. Default 21 80 443 8080 
 
E-mail Address of Administrator: 
This address is displayed on error screens. Default support@my.domain.com 
 
Networks with access to all phrases/sites except Denied Phrases / Websites 
(one network/mask per line): 
Add networks, one per line, that are allowed to access any website EXCEPT 
websites listed in denied textarea (see Update Allowed and Denied Websites and 
Search Content above). Default 127.0.0.1 
   
Networks with access only to Allowed Phrases / Websites (one network/mask per 
line): 
Add networks, one per line, that are allowed to access websites listed listed 
ONLY IN the allowed textarea (see Update Allowed and Denied Websites and 
Search Content above). Default 127.0.0.1 
   
Networks with unrestricted access to all phrases/sites (one network/mask per 
line): 
Add networks, one per line, that are allowed to access ANY website whether 
listed in allowed or denied. This is an administrator-type entry. Default 127.0.0.1 
 
Allowed Request Method Verbs: 
As defined in RFC 2616, the allowed web-browser request methods Squid will 
pass. Default GET POST HEAD PROPFIND 
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** IMPORTANT ** Enabling user authentication DISABLES authentication by 
networks. Only one authentication method is allowed at one time. 

 
Require User Authentication? 
Yes to enable authentication, No to disable. Default No 
 
Authentication Listening Children: 
Calculate the number of concurrent authentication requests at any given time.  
Requests exceeding this limit are denied. Default 25 
   
Authentication Login Text: 
Login text displayed to user requests. Default PLEASE LOGIN TO CONTINUE 
   
Cache Authentication Credentials For: 
In hours, sets the maximum time to cache authentication credentials. Default 2  
Username: 
Input username information for new authentication account. Only applicable 
when ñRequire User Authenticationò Is set to yes (see above). 
   
 
Password & Confirm Password:   
Password information for username account specified above.  
 
Access to all phrases/sites except Denied Phrases / Websites entries: 
This user is allowed access to all websites EXCEPT denied site. Default 
 
Access only to Allowed Phrases / Websites entries: 
This user is allowed access to the sites listed in the allowed textarea. 
Unrestricted access to all phrases/sites: 
This user is allowed access to all websites. This is an administrative setting. 
 
Manage Authentication Accounts: 
Use this area to manage the user accounts that have been created. The default 
user, admin, cannot be deleted and the access level cannot be changed. 
Adminôs default password is: password 
 

 

Update Network Intrusion Prevention System 
Settings 

Use this tool to setup the intrusion detection service.  This service can alert 
Administrators when attempts are made to penetrate and exploit known 
vulnerabilities in applications. Appliances ship with only SMTP and VIRUS rules 
enabled.  Use this tool to enable other the other protocol detection rules. 
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When an alert is triggered, results are sent to the local console and Syslog client.  
Depending on the Syslog client used, options can be enabled inside of the client 
that can trigger pop-up alerts, e-mail notifications, and database logging. 
 
Show the last <number> entries in the service log: Use this button to review the 
last numbered entries in the Snort activity log.   
 
Browse Alert Directory: Use this button to open a new window which will contain 
directories of IP addresses.  Inside of each of these directories are files labeled 
according to the port and protocol that triggered the alert.  Open the files to view 
the content sent that triggered the alert. 
 
Flush Alert Directory: Click this button the delete all alerts. A confirmation will be 
displayed. 
 
Snort Service (status): Use these buttons to control the state of the Snort service. 
Use the appropriate entry in General > System Startup Settings to enable Snort 
when the appliance starts.  
 
Restore Default Snort Rules: Use this button to restore the default shipped rules.  
A confirmation will be displayed. 
 
Set global IDS variables using the following form. Networks should be separated 
by a comma ",". Ports should be separated by a single space. Networks should 
be specified in CIDR format. 
  
Home Network: Default 0/0 
 
External Network:  Default 0/0 
 
SMTP Servers:  Default 0/0 
 
HTTP Servers:  Default 0/0 
 
HTTP Server Ports:  80 443 8080 8000 
 
Telnet Servers:  Default 0/0 
 
SQL Servers:  Default 0/0 
 
AOL Messaging Servers: 
64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.
188.3.0/24,205.188.5.0/24,205.188.7.0/24,205.188.9.0/24,205.188.153.0/24,205.
188.179.0/24,205.188.248.0/24 
 
Rules: 
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Attack Responses:  Default Disabled, Backdoor:  Default Disabled, Custom:  
Default Disabled, DDOS  Default Disabled, DNS  Default Disabled, Exploit  
Default Disabled, FTP  Default Disabled, ICMP  Default Disabled, Info  Default 
Disabled, MISC  Default Disabled, NetBIOS  Default Disabled, Scan  Default 
Disabled, SMTP  Default Enabled, 
SQL Default Disabled, Virus  Default Enabled, ColdFusion  Default Disabled, IIS  
Default Disabled, Web Attacks  Default Disabled, Web MISC Default Disabled 
  
Click on the name to review rules associated with each category.  The appliance 
ships with the default community rules.  For help with writing rules, visit 
http://www.snort.org 
  

 Update High-Availability/Failover Settings 

Use this tool to establish a high-availability/failover SFH environment. To use this 
feature, the following requirements must be met:  

1. You must have two SFH appliances running update release 1.1.2  
2. You must have a running TFTP server that is accessible by both SFH 

appliances  

Each of the SFH appliances will be assigned a status of either PRIMARY or 
SECONDARY. The PRIMARY status server will answer all requests and 
generate backups of configuration files and databases. PRIMARY will TFTP this 
backup on a daily basis. SECONDARY will download and expand the PRIMARY 
backup on a daily basis. This activity will keep appliances data within a day of 
each other. If PRIMARY fails for any reason, SECONDARY will begin processing 
requests until PRIMARY is back online.  

If substantial time has expired between PRIMARY recovery, we recommend 
changing the SECONDARY status to PRIMARY and the previous PRIMARY 
status to SECONDARY.   

Configure your firewall to redirect SMTP traffic to the shared IP address 

Failover is currently: Use this switch to enable or disable high-availability on this 
appliance. Default Disabled 

Select a Status: Status PRIMARY means this appliance will answer requests on 
the shared IP address first.  Status SECONDARY means this appliance is 
backing up a PRIMARY appliance. Default PRIMARY   

Shared Password: PRIMARY and SECONDARY appliances establish their 
relationship by exchanging a shared secret.  Default: mekmitasdigoat 
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Shared IP Address: Specify the IP address that will be shared between the 
appliances. Default: 192.168.200.100 

Shared Subnet Mask: Specify the subnet mask shared between the appliances. 
Default: 255.255.255.0 

Advertisement Settings: Advbase  Default 1 Advskew Default 0 

Advbase Set the base advertisement interval to n seconds. This is an 8-bit 
number; the default value is 1 second.  

Advskew Skew the advertisement interval by n. This is an 8-bit number; the 
default value is 0.  

Taken together the advbase and advskew indicate how frequently, in seconds, 
the host will advertise the fact that it considers itself MASTER of the virtual host. 
The formula is advbase + (advskew / 255 ). If the MASTER does not advertise 
within three times this interval, the next host will begin advertising as MASTER.  

Examples: Assign PRIMARY an advbase value of 1 and a askew value of 0. 
Assign SECONDARY server 1 an advbase value of 3 and a askew value of 100. 
Assign SECONDARY server 2 an advbase value of 5 and a askew value of 100. 
This guarantees that PRIMARY will advertise often enough to be MASTER with 
SECONDARY 1 in line next and finally SECONDARY server 2 last in line for 
MASTER status.  We recommend incrementing the advbase by 2 and leaving the 
askew as 100.    

TFTP Server IP Address:  Specify the IP address of a running TFTP server.  This 
server is used to accept PRIMARYôs failover backup data, and SECONDARYôs 
failover recovery data.  This server must be available at all times. Default 
192.168.200.251  

Dump/recovery rate: Select how often PRIMARY should backup high-availability 
data, and how often SECONDARY recovers this data. PRIMARY backs up at the 
top of hour specified, SECONDARY recovers at the 30th minute of the selected 
hour.  This separation ensures there are no sharing violations while each 
appliance performs its selected action.  Default 24 Hours  

My PRIMARY Server's address:  Specify the IP address of the PRIMARY 
appliance in the high-availability relationship. If the appliance is PRIMARY, 
specify its own IP address. Default 192.168.200.13  

If PRIMARY is down for: Specify in minutes how long to wait until SECONDARY 
becomes PRIMARY in the network. This only applies to SECONDARY systems. 
If SECONDARY determines that PRIMARY is offline longer than the minutes 
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specified, SECONDARY will automatically set itself up as PRIMARY and reboot. 
Default 1440 minutes (24 hours)  

Backup/Copy File Name: This setting which cannot be changed is the name of 
the file which will back up and recovered from. Default hafaildump 

Primary/Secondary Push 

Interface Status: This button will display a separate screen showing the current 
state of the high-availability interface.  MASTER matches as PRIMARY, 
BACKUP matches as SECONDARY. 

Stop Interface: This button will stop the high-availability interface.  If system is 
PRIMARY, the next SECONDARY system in line will begin to answer as 
PRIMARY after advertisements have passed.  

Start Interface: This button will start the high-availability interface. 

Transfer Log: This button opens a new window to show the status of the 
backup/recovery process. 

Swap Log: This button opens a new window to show the results of the swap 
check.  

** IF YOU ENABLE HIGH AVAILABILITY **  

Each appliance participating must be operating the same software version, and 
should be setup to run the same services.  For example, if one appliance is 
configure to block e-mail from IP addresses in the spamhaus RBL lookup 
database, the other appliance should be configured the same way.  

 

 E-mail Traffic Reports (graphics version) 

Use this tool to view a graphical report of the e-mail traffic that has been 
processed by your appliance. 
 

 

 E-mail Traffic Reports (text only version) 

Use this tool to review mailer traffic information.  The default view shows current 
e-mail traffic reports for the current day.  Use the drop down list to show traffic 
reports for yesterday or the past four days.  Report shows messages received, 
delivered, total bytes, recipient and sender counts.  In addition, reporting shows 
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traffic by each hour, total messages by sender, total messages sent to recipients, 
total sorted by message size.  Additional information for deferred mail and mailer 
warnings is shown too. This report is sent to e-mail addresses specified in the 
General > E-mail Notifications tool everyday at 8:00 AM. 

 

 Greylisting Activity Reports 

Use this tool to search for and perform actions on Greylisting requests. Use the 
following search form to specify search criteria for results. Click on the IP source 
address to perform a name lookup. Example(s) Type: GREY for all current, 
WHITE for passed or any other portion of the request, IP, sender address, or 
recipient address.  GREY type entries include e-mail sender and recipient 
information, WHITE type entries do not. First seen shows when the request was 
first attempted to the Greylisting engine.  Last Seen shows when the request was 
re-attempted. The expires column shows when the Greylisting engine will 
automatically expire the whitelisted entry unless another e-mail is sent before the 
expiration time.  The expiration times are controlled by General > System Startup 
Settings > Greylisting: Change "On" Settings. Only 10 records are shown at one 
time. Use the drop-down menu to select additional records. Use the 
ñcheckboxesò to select and add IP information to the manual Greylisting 
textboxes (see above). Default Search: GREY 
 

  Spam Filtering Reports 

Use this tool to show reports generated by the spam engine.  A typical report 
shows the total number of emails processed by the spam filter, Number of spam 
total and percentage to total filtered mail, number of clean messages and 
percentage to total filtered mail, average message analysis time in seconds, 
average spam analysis time in seconds, average clean message analysis time in 
seconds, average message score (see Spam threshold above to optimize from 
this average), average spam score, average clean message score, total spam 
volume in Kbytes, and the total clean volume  in Kbytes. This report is sent to e-
mail addresses specified in the General > E-mail Notifications tool everyday at 
8:30 AM. 
 

 Antivirus Update/Capture Report 

Use this tool to show reports generated by the antivirus definition update engine.  
In addition, the top viruses caught, senders, recipients, and subjects are 
arranged in descending order for review.  Use the hyperlinks next to or 
surrounding the names of virus and senders to display additional information (if 
known) about the detected activity.  
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System Information 

Use this tool to display system information.  Information shown includes the last 
boot time, current uptime and system load, hardware information that varies 
based on your motherboard manufacture, and operating system version. 
 

Modify System Auto-Update Settings 

Use this tool to setup automatic release patch scheduling. Weekly selection will 
auto-update every Saturday at 3:30 AM. Monthly selection will auto-update on 
the first at 5:30 AM.  Use the ñenableò switch to turn this service on or off.  
Specify your AutumnTECH provided download information.  Finally select the 
frequency of how often to auto-update the SFH appliance.  Result of update can 
be seen under the Webtility ñUpdatesò tab.  If you do not have download 
information, contact AutumnTECH by e-mail, Support@AutumnTECH.com.  
Default: Off 
 

The Updates Tab 

The Updates Tab in Webtility is used to perform firmware and software updates 
on your SFH appliance.  Provide your AutumnTECH assigned username and 
password in the appropriate fields.  The text field is pre-filled with the text ñlatestò.  
If you click ñUpdateò your SFH appliance will establish an ftp connection to 
ftp.autumntech.com, download the ñlatestò file and auto-install the update 
immediately.  Unless AutumnTECH support instructs you otherwise, you should 
always check for the ñlatestò updates.  Below the updates field is a report that 
shows whether your SFH appliance was successful in downloading the specified 
update.  In particular, pay close attention to areas that include ñPatchedò output.  
Output should include text like ñHunkò and ñSucceededò If you notice failed 
output, contact AutumnTECH support immediately.  You may also specify the 
filename ñlatest-downloadò to update your appliance from any release to the 
current release with one submission. Select Yes next to the DR radio button 
question to send system diagnostics to support@autumntech.com.  Select Yes 
next to the show debugging radio button question to show additional debugging 
information during the update request. 

 

The Help Tab 

The Help Tab in Webtility contains links to this manual, AutumnTECH Web 
Support, and a Submit a Diagnostics Report link.  Click the Submit a Diagnostics 
Report link when instructed by AutumnTECH support.  This action will e-mail 
Support@AutumnTECH.com current information about your SFH appliance that 
will be useful while troubleshooting.  

https://build.autumntech.com/updates.cgi?fuseaction=auto-update
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Chapter 5: After the Filter, Now What? 
 

After you have connected and configured your SFH appliance, e-mail will now 
begin to filter through the spam check engine.  Depending on your Webtility 
settings, e-mail may be delivered with the subject line including a ** SPAM ** 
notation or even attached to the message.  How you manage the e-mail 
message after being filtered and delivered, is completely and entirely up to you 
and your users.      
 
Understanding the filtered message 
All e-mail messages contain e-mail header information.  E-mail headers contain 
text that are interpreted and handled by the e-mail clients.  Some message 
header examples include Received, Return-Path, Date, From, To, Subject and 
Content-Type.   The AutumnTECH SFH appliance spam engine adds additional 
e-mail header information to each filtered e-mail.  These additions can be read by 
your e-mail clientôs ñrulesò option.  For example, one of the e-mail headers for a 
filtered spam message may include:  X-Spam-Flag: YES.  Creating a rule that 
states message received with header information: X-Spam-Flag: YES should be 
moved to a folder or placed in the deleted items folder is an example of handling 
a filtered e-mail.  Administrators can define global rules on how to handle e-mail 
messages and their headers by referring to their messaging systemôs 
documentation.  It is also possible to define one set of client rules, export to a file, 
and import those same rules into a different e-mail client.  These activities make 
deploying the SFH appliance easier for your Administrators and end-users.  
 
Reading e-mail headers 
The easiest method for reading e-mail headers is through your e-mail client.  In 
Microsoft® Outlook, simply right-mouse click over the message in the view pane 
and select ñOptionsò.  The header information will vary from message to 
message. The typical e-mail headers to filter for include: 
 
X-Spam-AutumnTECH-scandate: Tue, 05 Jun 2007 14:45:02 -0400 
X-Spam-AutumnTECH-bayes-tokensummary: Tokens: new, 19; hammy, 0; 
neutral, 100; 
 spammy, 151. 
X-Spam-Flag: YES 
X-Spam-Checker-Version: SpamAssassin 3.2.0 (2007-05-01) on 
noname.my.domain 
X-Spam-AutumnTECH-RBL-result:  
X-Spam-AutumnTECH-isspamstars: *********************** 
X-Spam-AutumnTECH-relays-external: [ ip=189.145.181.148 rdns= helo=pjjlr 
 by=noname.my.domain ident= envfrom= intl=0 id=D3FB4A557E auth= 
msa=0 ] 
X-Spam-Status: Yes, score=23.7 required=4.0 
tests=BAYES_99,DIGEST_MULTIPLE, 
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 DKIM_POLICY_SIGNSOME,DRUGS_ERECTILE,FB_CIALIS_LEO3,FM_
XMAIL_F_OUT, 
 HTML_MESSAGE,IMPOTENCE,PYZOR_CHECK,RAZOR2_CF_RANGE
_51_100, 
 RAZOR2_CF_RANGE_E4_51_100,RAZOR2_CF_RANGE_E8_51_100,R
AZOR2_CHECK,RDNS_NONE, 
 SUBJECT_DRUG_GAP_C,URIBL_BLACK,URIBL_JP_SURBL,URIBL_O
B_SURBL,URIBL_SBL, 
 URIBL_SC_SURBL shortcircuit=no autolearn=spam version=3.2.0 
X-Spam-AutumnTECH-isisnotspamCAPS: YES 
X-Spam-AutumnTECH-isisnotspam: Yes 
X-Spam-AutumnTECH-relays-nottrusted: [ ip=189.145.181.148 rdns= helo=pjjlr 
 by=noname.my.domain ident= envfrom= intl=0 id=D3FB4A557E auth= 
msa=0 ] 
X-Spam-AutumnTECH-Pyzor-result: Reported 4162 times. 
X-Spam-AutumnTECH-score: 23.7 
X-Spam-ASN: AS8151 189.145.128.0/17 
X-Spam-AutumnTECH-DCC-result:  
X-Spam-AutumnTECH-bayes-numseen-hammytokens: 0 
X-Spam-AutumnTECH-Spammy: 1.000-12--0h-990s--0d--HX-MSMail-
Priority:Normal, 
 1.000-8--0h-644s--0d--H*UA:Express 
X-Spam-AutumnTECH-thres: 4.0 
X-Spam-AutumnTECH-autolearnstatus: spam 
X-Spam-AutumnTECH-tests: 
BAYES_99,DIGEST_MULTIPLE,DKIM_POLICY_SIGNSOME, 
 DRUGS_ERECTILE,FB_CIALIS_LEO3,FM_XMAIL_F_OUT,HTML_MESS
AGE,IMPOTENCE, 
 PYZOR_CHECK,RAZOR2_CF_RANGE_51_100,RAZOR2_CF_RANGE_
E4_51_100, 
 RAZOR2_CF_RANGE_E8_51_100,RAZOR2_CHECK,RDNS_NONE,SU
BJECT_DRUG_GAP_C, 
 URIBL_BLACK,URIBL_JP_SURBL,URIBL_OB_SURBL,URIBL_SBL,URI
BL_SC_SURBL 
X-Spam-AutumnTECH-relays-trusted:  
X-Spam-Level: *********************** 
X-Spam-AutumnTECH-bayes-numseen-clearedtokens: 251 
X-Spam-AutumnTECH-bayes-score: 1.0000 
X-Spam-AutumnTECH-bayes-numseen-spammytokens: 151 
X-Spam-AutumnTECH-admincontact: the administrator of this system 
X-Spam-Report:  
 *  3.5 BAYES_99 BODY: Bayesian spam probability is 99 to 100% 
 *      [score: 1.0000] 
 *  1.9 IMPOTENCE BODY: Impotence cure 
 *  0.1 RDNS_NONE Delivered to trusted network by a host with no rDNS 
 *  1.8 FM_XMAIL_F_OUT Looks like Fake Outlook? 




